


WE CHALLENGE YOUR CYBER SECURITY

We are living in an era of technological evolution that, while creating new
opportunities for businesses, also exposes them to new risks.

Resilience against cyber threats is achieved through the joint development of
technological and human aspects, supported by appropriate business processes
and a clear awareness of the risks to which every digital company is exposed.

We are a company specialized in Cyber Security, and we strongly believe that
the path toward information security must involve the entire organization and the
people within it—it should not be confined to a purely technological matter.

In this way, we lay the foundations for the digital culture that is essential to
consciously navigate this Hybrid World.

We were born hackers, of technology, of people, and of ideas. We like to see
things from a different perspective.

Looking at companies through the eyes of a hacker means viewing them as an
interconnected system of Technology, People, Physical Security, and Processes.

Each of these elements has its own vulnerabilities, and attackers know this —
constantly seeking the most effective way to achieve their goals, sometimes by
exploiting technological weaknesses, but increasingly by taking advantage of
human ones.

Only an approach that considers all these aspects can ensure an effective and
lasting defense.



PERSONAL CERTIFICATIONS

Cyber Security Governance

* ISO/IEC 27001 Lead Auditor

* CRISC Certified in Risk and Information
Systems Control - ISACA

* Prince2 Foundation

e ITIL Foundation

Red Team

* CRTP Certified Red Team Professional

* CRTE Certified Red Team Expert

* CRTM Certified Red Team Master

* CARTP Certified Azure Red Team Professional
* CRTO Certified Red Team Operator

Threat Intelligence

* Cyber Threat Intelligence Practitioner
* Advanced Cyber Threat Intelligence
* CRTIA Registered Threat Intelligence Analyst - CREST

Cyber Security Testing

» OSCP Offensive Security Certified Professional

+ OSEP Offensive Security Experienced Penetration Tester
+ OSWP Offensive Security Wireless Penetration Tester

+ OSWA Offensive Security Web Application Assessor

* CEH Certified Ethical Hacker

+ eWPT Web Application Penetration Tester

+ eCPPT Certified Professional Penetration Tester

+ eWPTX Web Application Penetration Tester Extreme

+ eMAPT Mobile Application Penetration Tester

* ECIH Certified Inciden Handler

CORPORATE CERTIFICATIONS

IMQ Intuity is certified UNI EN ISO 9001:2022.
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OURIM|SSION

“We want to help companies and their people
develop a digital culture that is increasingly
essential to consciously live in this new Hybrid
World, embracing its opportunities while managing
its risks.”

OFFENSE vs DEFENSE

This approach aims to activate a virtuous cycle in which the analysis activities
carried out by IMQ Intuity (Red Team, Penetration Testing, Assessments, etc)
contribute to enhancing the client’s defensive capabilities.

Through the creation of collaborative moments (Purple Team sessions, Training,
etc), this process also promotes knowledge sharing and the development of a
shared security culture.

For IMQ Intuity, this continuous attack—defense—sharing process represents the
model to follow in building an effective system — one capable of adapting to
every type of threat, both present and future.

IMQ Intuity Customer
attacker - assessor defense

Sharing -
Improving




A company is a complex system made up of infrastructures, people, locations and
processes that operate interdependently.

For this reason, vulnerabilities in one area can have repercussions across the
entire system.

To reach an adequate level of security, you must look at all corporate
components as parts of a single organism.

Attackers understood this a long time ago.

Business Oriented Red Team

By embodying the attacker’'s mindset and using the same techniques as real
adversaries, this service explores every aspect of the company’s Security Posture
to evaluate the effectiveness of active security controls and the impact of a
potential cyber attack:

* Black-Box Double-Blind approach

* Minimum duration: 2 months

» Attack directed at: infrastructure, applications, people, physical sites

* Carried out by a team of specialists with diverse skills

Target Oriented Red Team

The attack simulation in this case has a predefined and previously agreed
objective: normally it assumes that a compromise has already occurred. The
scenario is described as follows:

* Compromise situation to be simulated

» Attack origin / initial access vector

* Obijectives to be achieved

TTP Oriented Red Team

In this mode the attack plan is predefined in all its phases. TTPs (tactics,
techniques and procedures) that will be used are agreed in advance. This mode is
particularly useful for specifically testing defensive tools or the effectiveness of
monitoring and control services.

TLPT - Threat-Led Penetration Test

TLPTs are characterized by a strong Intelligence component aimed at identifying
the main risk vectors for a specific organization. The attack plan is developed
based on the results of Threat Intelligence.

The TLPTs required by the DORA regulation are executed with a technical and
temporal development defined by the TIBER model.

Purple Team

A natural follow-on to a Red Team engagement, the Purple Team is a sharing
session between those who performed the offensive actions and the client’s Blue
Team. During a Purple Team the key Red Team activities are reviewed and
replicated live in order to improve the company’s security posture and transfer
skills to the Blue Team.

Threat Intelligence

In-depth analysis of general or company-specific threat scenarios. It is based on
information research in the clear, deep and dark web, the study of geopolitical
scenarios, and the monitoring of underground blogs and groups.

Table Top Exercise

This is a “tabletop” simulation in which a moderator guides participants step by
step, encouraging discussion and debate. It is particularly suitable for testing
operational procedures and for actively involving managerial profiles.



It is said that humans are the greatest vulnerability of a company.
We want to transform them into its strongest defense.

Security Awareness

Training for corporate users, managers, and C-level executives who use digital
tools.

Objective: Gain proper awareness of the risks each of us faces simply by using
technology.

Provide the knowledge needed to recognize and avoid these risks.

Delivery methods: In-person, online, or eLearning.

Technical Training

Training aimed at technical staff who want to acquire cybersecurity and ethical
hacking skills with a practical, hands-on approach.

Objective: Learn various attack techniques and their mitigation strategies, master
key vulnerability analysis methods, and stay updated on cybersecurity topics.

Delivery methods: In-person or online, with practical lab sessions.

Secure Development
Specialized training for software developers of all experience levels.

Objective: Design and develop secure code by design using internationally
recognized methods (e.g., OWASP).

Learn key testing techniques for web and mobile applications.

Delivery methods: In-person, online, or eLearning.

Social Engineering

The continuous improvement process also involves verification activities. IMQ
Intuity offers a range of testing services for personnel, which can be integrated
into the training process:

* Phishing Assessment
* Smishing — Vishing — QRshing Assessment

* Whaling (attacks targeting top executives using various techniques)

elLearning platform

IMQ Intuity also leverages leading technologies in the field to ensure that training
becomes an ongoing, continuous process.
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APPLICATION SECURITY

We guide you through the entire application development process, from design to
release, to achieve the goal of security by design.

Threat Modeling

The Threat Modeling service is designed to help companies and development
teams proactively identify potential vulnerabilities in their systems and
applications from the very design phase. Through an in-depth analysis of
software functionality and the characteristics of the execution environment, we
can pinpoint the most critical design-level risks and propose effective, tailored
mitigation plans.

The goal is to integrate security from the earliest stages of the development
lifecycle, reducing risks and optimizing long-term costs..

Security Application Maturity Model

The goal is to analyze the company’s maturity level in software security within
the development lifecycle (SDLC) and define a roadmap that the organization
can follow to improve its software security capabilities.

IMQ Intuity uses the OWASP SAMM standard to conduct the assessment.

Secure Code Review

An increasing number of companies are requesting Secure Code Reviews for
their applications, having realized that a simple penetration test is no longer
sufficient to protect business-critical web applications. Furthermore, performing
a security assessment after development is completed has proven to be
economically disadvantageous.

Secure Code Review (SCR) is the most effective technique to identify security
vulnerabilities within code.SCR involves analyzing and reviewing an application’s
source code to ensure that adequate security controls are in place, that they
function correctly, and that they are applied in the appropriate parts of the
code.

Application Security Assessment

IMQ Intuity offers an advanced Web and Mobile Penetration Testing service
that goes beyond a simple assessment, including direct support to the
development team in addressing identified vulnerabilities.

Modern applications rely on complex technologies and frameworks. Our
advanced approach takes into account the specific characteristics of each
technology, ensuring complete coverage.

IMQ Intuity consultants perform security analysis following the methodology
defined in the OWASP Testing Guide.

Additionally, developers receive support to implement robust, tested solutions.
Leveraging years of experience, IMQ Intuity guides the team through the
remediation process, helping prioritize actions and illustrating the most
advanced best practices in application security.

DevSecOps Automation

When the need arises to integrate technologies into the development process,
IMQ Intuity relies on established and qualified partners:
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In a world where technology and associated vulnerabilities are constantly
evolving, the risk of being unprepared is high — and so is the resulting exposure.
We perform periodic or continuous assessments of your digital footprint,
technological vulnerabilities, and the effectiveness of your defense systems.

Penetration Test

Analyzing the infrastructure or specific elements that compose it. Using a
methodology refined over the years, IMQ Intuity can assess the security of:

e IT systems

* Web and Mobile applications

* Active Directory

* DNS and other network services

loT Security

The growing presence of loT systems within companies requires a tailored
approach to security, taking into account their unique characteristics. IMQ Intuity
offers a testing model that includes:

* Vulnerability analysis

* Anti-tampering tests

* Firmware and third-party library analysis

Wi-fi Assessment

Wi-Fi networks have become standard in every company. The inability to precisely
manage coverage areas often makes them accessible outside the company
perimeter; in other cases, public exposure makes them critical.

Regularly testing their security is part of proper cyber risk management.

DDoS Simulation

We help companies safely test their resilience to these types of threats. This
simulation faithfully reproduces the conditions of a real attack, allowing
vulnerabilities to be identified and defense strategies optimized.

The goal of the service is to evaluate the adequacy of adopted measures,
identify areas for improvement, and assess the resistance thresholds of the
architecture under test.

Vulnerability Management — continuous service

This is an ongoing service provided by IMQ Intuity on behalf of the client. Its goal is
to maintain constant control over the evolution of the digital perimeter, identifying
and addressing vulnerabilities as soon as they arise.

The service includes the deployment of a dedicated Vulnerability Management
platform managed by IMQ Intuity.

Attack Path Management — continuous service

Eliminating the paths an attacker could use to reach their goal is equivalent to
preventing them from acting. This is the objective of the proposed service.
Enabling technologies

Continuous services are delivered by IMQ Intuity using enabling technologies:
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ORGANIZATIONAL SECURITY

Compliance, regulatory frameworks, NIS2, DORA, product certifications, ISO — these
topics are increasingly present and necessary in a historical moment where
operational resilience is becoming a transnational issue. Our goal is to approach
them with you in the most efficient and effective way possible.

Strategic Consulting

Achieving compliance with industry regulations can be a complex and multifaceted
process. IMQ Intuity aims to support clients throughout this journey, starting from a
Gap Analysis and continuing through the implementation of the appropriate
technical and organizational controls. This includes compliance with:

« DORA | NIS2
+ 1SO27001
* RED Directive and the new Machinery Directive.

Security Posture Assessment

This is a general analysis of corporate security from a technical, organizational, and
process perspective.

The goal is to evaluate how well the company is following industry best practices
in cybersecurity, provide a benchmark to assess improvements over time, or
simply offer an impartial evaluation to present to clients and suppliers.

Incident Response Plan and Operational Procedures

Having an Incident Response Plan (IRP) allows incidents to be managed
systematically, ensuring that appropriate decisions are made promptly.

It also enables continuous improvement over time and helps address legal issues
that may arise during incident handling.

An IRP is designed to:

* identify a security incident accurately;

+ assess the situation quickly and effectively;

* inform the appropriate people and organizations;

* organize response activities according to the severity of the incident;

+ and define practical playbooks to follow in case of an incident.

The IRP model referenced by IMQ Intuity is described in SP.800.61r2, published by
the National Institute of Standards and Technology (NIST).

Supporting Technologies
Managing regulatory compliance often requires significant effort even for
organizing information, producing documentation, and maintaining it over time.
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PHYSICAL SECURITY

How confident are you that the security measures you have implemented are truly
effective? We can assist you in analyzing, verifying, and improving your physical
security.

Physical Security Testing services involve a general analysis of infrastructure and
processes. The goal is to assess the effectiveness of existing controls, identify
potential risks, and develop reference models useful for future assessments of
new or existing buildings.

Physical Security Assessment

The initial phase aims to evaluate the current state of the company’s physical
security, define improvement actions, and provide support in creating the
necessary policies and procedures. These activities are carried out in accordance
with industry best practices and applicable regulations.

The process includes:

* Sharing information about the buildings to be analyzed or tested;

+ Conducting documentary assessments and interviews with company personnel;
* Performing on-site inspections with the presence of local representatives;

* Developing Gap Analysis documentation based on industry best practices,
current regulations (NIS2, DORA, CER), and internal guidelines;

+ Discussing results with the client;

* Providing medium/long-term support in preparing new policies, procedures,
and internal checklists.

Physical Intrusion Test (Black Team)

There is nothing more effective in a security assessment than simulating a real
situation, and this approach is applied to physical security as well.

The Black Team service is structured as follows:
Intelligence

* Gathering data from open sources (OSINT) to verify the perimeter, identify
critical information available online, and detect potential threat actors.

Physical Recognition
» Covert on-site inspections of perimeter buildings.
Cyber Attack

» Targeted attacks against IT devices relevant to physical security, such as
surveillance systems and access control systems.

Physical Attack

» Planned simulation of attacks with attempts at unauthorized physical access.
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OT SECURITY

The Cloud is now or will soon be the primary technological infrastructure. We help
you manage its associated risks so you can embrace its opportunities with
confidence.

Cloud Configuration Assessment

This suite of services is designed to strengthen the security of Microsoft 365
environments for organizations of all sizes. It includes both one-time
interventions, such as audits and targeted assessments, and ongoing services,
such as continuous monitoring, automation, and remediation. Each service
provides a detailed report with the information and recommendations needed
to address any identified issues.

Goals:

* Ensure full visibility of all active Azure subscriptions

* Identify anomalies and non-compliant configurations

* Analyze and reinforce the overall security of the Azure/Entra ID environment

* Develop a corrective and improvement action plan

Cloud Security Testing

Modern architectures based on microservices and cloud services require a new
approach to security. IMQ Intuity offers targeted consulting for laaS, PaaS, and
SaaS environments, helping companies strengthen their security posture
through:

* Cloud security guidelines
» Configuration assessment and hardening
* Dynamic security testing

* Architectural review

For many companies, OT represents the most critical aspect of their business.
Managing its security has become more essential than ever, and the key is
knowing how to do it correctly.

We can assist you with all the essential aspects of OT security:
* Architecture validation

* Asset Inventory

* Risk Analysis

* Security event monitoring

Our technology partner for OT services is:

Radiflow
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UAE - DUBAI
Building 6WA Office 819 FZCo Dubai Airport Tel. +39 049 817 085C
Free Zone PoBox 371233 WWW.INTUITY.IT
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